Instruction for the 1cc-Filesharetool

Login:

WebClient - 2.4.4

Password

Forgot password?
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WebAdmin

Overview:

2 WaebClient

Under “My files” you can browse in your directory.
B My Files

“Shares” is not needed for the intended use.
Shares

Under “My Profile” you can set your Email-Address if not
configured.

My Profile

Two-factor auth
Under “Two-factor auth” you can set up the 2FA.




My Files:
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Showing 1 to 3 of 3 entries 1 item selected

1: Upload files in the current directory
2: Download selected files/directory (4)
3: refresh page

4: select directory or file

My Profile:

Description

Email address needed for a password reset.

Search:

Last modified

2023-04-12 11:11

2023-04-12 11:11

2023-03-21 16:35

Previous

Next



Two-factor-authentication:

If the two-factor-authentication is not enforced, you can ignore this part of the instruction.

Setup:

First navigate to the “Two-factor auth” tab after your first login.

Status: “Disabled”
SSH protocol (SFTP/SCP/SSH commands) will ask for the passcode if the client uses keyboard interactive authentication
HTTP protocol means Web Ul and REST APIs. Web Ul will ask for the passcode using a specific page. For REST APl you have to add the passcode using an HTTP header.

FTP has no standard way to support two factor authentication, if you enable the FTP support, you have to add the TOTP passcode after the password. For example if your

password is “password" and your one time passcode is "123456" you have to use "password123456" as password.

WebDAV is not supported since each single request must be authenticated and a passcode cannot be reused

Require two-factor auth for III HTTP, SSH 4

Configuration IZI Default &

&l

1: Select HTTP and SSH as protocols
2: Select “default” for the configuration

3: after selecting the first two steps, click the button “generate new secret”. This will generate a QR
Code

Require two-factor auth for HTTP, SSH e

Configuration Default
Your new TOTP secret is: YLZORSTKORBFSA67ECVDSZJAFI64HACT
For quick setup, scan this QR code with your TOTP app:
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After you configured your app, enter a test code below to ensure everything works correctly. Recovery codes are automatically generated if missing or most of them have

already been used @

Authentication code |§|

4: After the QR code has been generated, it must be scanned in the TOTP app (MS or Google
Authenticator). The app will now generate a new password every 30 seconds.



Example for the Microsoft Authenticator:

1022 G @

Accounts

Let's add your first account!

For further assistance, see the Help section in the
menu.

ADD ACCOUNT _

Already have a backup?
Sign in to your recovery account

BEGIN RECOVERY

ssees ATAT 7 5:23 PM

®

Accounts

Contoso
alain@contoso.com

427 303 ©

Microsoft
alain@outlook.com

4890 3590 ©

1022 G © W W8s%

& Add account

What kind of account are you adding?

=. Personal account @

=. Work or school account @

Other account (Google, Facebook, etc.) @

1

5: The code must now be entered within the 30 seconds time limit to complete the setup

6: Immediately after entering the code, click "Verify and save" to complete the set up.

lcc « compliance consulting

WebClient - 2.4.4

Authentication code |Z|

b

Open the two-factor authentication app on your device to
view your authentication code and verify your identity.

Having problems?

Enter a two

actor recovery code

7: Now every time you log in, after entering the username & password, this window will appear
where you must enter the code of the authenticator-app.




